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ABSTRACT

We propose and analyze a new modification of the Hill cipher,
HCM-EE, generating dynamic encryption key matrix by
exponentiation that is made efficiently with the help of eigenvalues.
Security of HCM-EE is provided by the use of a large number of
dynamic keys. Experimental results show that HCM-EE is from two
to seven times more effective in the encryption quality of RGB
bitmap images than Hill cipher and its known modifications in the
case of images with large single colour areas, and slightly more
effective otherwise. It is two times faster than HCM-H, having the
best encryption quality among Hill cipher modifications compared
versus HCM-EE.

Categories and Subject Descriptors

D.4.6, [Security and Protection]: - cryptographic controls. K.6.5
[Security and Protection]: - cryptographic controls. E.3 [Data
Encryption]: - standards. H.2.0 [General]: - security, integrity,
protection.

General Terms: Security, Algorithms, Performance
Keywords

Hill cipher, matrix, eigenvalue, exponentiation, pseudorandom
number, dynamic key, image encryption

1. INTRODUCTION

The Hill cipher (HC) [5, 6] is a well known symmetric cryptosystem
using a simple linear transformation. It is very attractive due to its
simplicity and high throughput [8, 9], but it can be broken by the
known plaintext-ciphertext attack (KPCA) [10]. It has a large key
space calculated in [1, 8] for various dimensions. HC modification
[9], HCM-PT, uses a dynamic key matrix obtained by random
permutations of rows and columns from the master key matrix and
transfers an HC-encrypted permutation to the receiving side. Thus,
in HCM-PT, each plaintext vector is encrypted by a new key matrix
that prevents the KPCA on the vectors. But permutations in HCM-
PT are transferred HC-encrypted, which means that master key
matrix can be revealed by the KPCA on the permutations [7].
Proposed in [2] HCM-PT modification, HCM-NPT, works as HCM-
PT does, but does not transfer permutations; instead, both
communicating parties use pseudo-random permutation generator,
and only the number of the necessary permutation is transferred to
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the receiver. It has good computational complexity but the number
of its dynamic keys is the same as for HCM-PT.

In [7], another HC modification, HCM-H, is proposed. It uses a one
way hash function applied to an element of the master key matrix
picked up randomly by the sender to get a key matrix, and a vector
added to the product of the key matrix and a plaintext. The use of
hash functions in [7] makes it rather computationally hard.

In this paper, we propose the Hill cipher modification, HCM-EE,
based on the use of pseudo-random eigenvalues to construct a key
matrix [4] and modify it for each new plaintext. It has two times
better computational complexity than that of HCM-H [7] and is
more secure than HCM-H and HCM-NPT [2] because of the
significantly larger number of dynamic keys. The HCM-EE is six to
seven times better in encryption quality than HC, HCM-PT, and
HCM-NPT, and two times better than HCM-H in the case of images
with large single colour areas. In the other considered cases, the
quality of the compared ciphers is practically the same, but HCM-
EE has slightly better quality.

The paper is organized as follows. Section 2 briefly discusses HC,
HCM-PT, HCM-NPT, and HCM-H, and number of dynamic keys
used is evaluated for HC modifications. Section 3 presents HCM-
EE, and the number of dynamic keys for it is estimated. In Section
4, comparison of the proposed scheme, HCM-EE, versus HC
modifications is given; estimates of their execution time and
experimental results on image encryption are presented. Conclusion
is in the Section 5.

2. OVERVIEW OF THE HILL CIPHER AND
ITS MODIFICATIONS

All matrices considered throughout the paper are m x m sized with
entries over Z, ={0,1,..,N —1}, hence all the operations in

encryption/decryption algorithms are assumed to be made mod N,
where m (block size) and N (alphabet cardinality) are selected
positive integers (e.g., N=256 for gray scale image). Also, we
assume in the paper that two parties, 4 and B, want to communicate
securely, and 4 is a sender, and B is a receiver.

First, we introduce HC, HCM-PT, and HCM-NPT, and then we
describe HCM-H. When HC is used, 4 and B share a non-singular
invertible key matrix K,,.,. To encrypt an m-component plaintext
vector, P, into the ciphertext vector, C, 4 performs

C=K-P. 1
The receiver, B, decrypts C by
P=K"-C, 2)

where K ' is the key inverse. For existence of K ' we require the
following to hold

ged(det (K)mod N ,N)=1. 3)



HCM-PT [9] differs from (1), (2) in the following. To encrypt a
plaintext P, 4 selects a permutation, ¢, randomly over Z,, and
performs the permutation over the rows and columns of a key matrix
K which produces a new key-matrix K,=¢(K). HCM-PT encryption
is then performed by (1), but using K, instead of K. Additionally,
sender 4 encrypts ¢ by (1) using K and getting u as a ciphertext, and
sends C and u together to the receiver. In order to decrypt the
ciphertext, B decrypts ¢ from u by (2), gets (K), = (K" [9] from K
!"and then reveals the plaintext by (2), using (K™'), instead of K.
The number of dynamic keys used in HCM-PT is

NDK(HCM-PT) =m!. )

HCM-NPT [2] uses the same initialization and the same
encryption/decryption technique as HCM-PT does. But HCM-NPT
assumes that the sender, 4, and the receiver, B, share a secret seed
value, SEED, which is used to generate a pseudorandom sequence
of permutations. In order to encrypt a plaintext, the sender, 4, selects
a number 7, and calculates

t, = PR PermutationG (SEED ,r) , %)
getting the r-th output permutation from the pseudo-random
permutation generator PRPermutationG (v can be a block number in
the sequence of transmitted blocks, or its function). Sender 4 then
gets a ciphertext C as in HCM-PT, and sends to receiver B both C
and 7. In order to decrypt, B calculates ¢. according to (5), and then
gets the plaintext as in HCM-PT. The number of dynamic keys used
in HCM-NPT, NDK(HCM-NPT), is the same as NDK(HCM-PT)

).

Proposed in [7], another HC modification, HCM-H, works as
follows. The sender, 4, and the receiver, B, share an invertible
matrix K. To encrypt the plaintext P =[p,,p,,...,p, ], 4 selects a

m

random integer a, where 0 <a<N , and applies a one way hash
function to compute the parameterd =f (a|k,|k,|l.-1%,,)>
where k,,k

" k are the elements of K ; b is used to select the

12225 mm

k, from K, where i and j can be calculated according to (6)

i:VQJ-(modm)Jrl,j:b—{b71J»m' 6)
m m
Then, 4 generates a vector V' =[v ,v,,...,v ] according to (7)
v, =f (k,/)modN,v2 =f(¥,)modN :fz(k‘/)modN,...,vm
7

=f @, )modN =f"(k,)mod N D
Then, 4 encrypts the plaintext P by

C=k,-P-K+V, ®

and sends together C and a to B. The decryption process is done by

P=kj'(C-v)-k". ©)
The number of dynamic keys used in HCM-H is
NDK(HCM-H) = min(m*,N ) . (10)

3. THE PROPOSED HCM-EE SCHEME
In HCM-EE, 4 selects a setE={e,e,,...e, } cZ, —{0} of eigenvalues

m

of the matrix to be constructed, ¢, is relatively prime to N, I<;<m,
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and constructs an invertible matrix Q. Then, the sender 4 calculates
the key matrix K [4]:

K=0-DQ",

where D is a diagonal matrix, diagonal elements of which are the
eigenvalues from E. Note that O and D satisty (3); 4 and B share
them securely. Additionally, they share the secret values, SEED! and
SEEDt; SEEDI is used to generate the set of pseudorandom
numbers/ ={/,/,,...,[,} —{0} by (12), and SEEDt is used to

generate a pseudo-random sequence of permutations ¢ In order to
encrypt the i-th plaintext block P, , 4 selects

(1D

I, = PRNG(SEEDI,i) #0, (12)

where /<i < n, n is the number of blocks. Then, using (13), 4
calculates

KM, :Q.[;r(D)]‘ 0™, (13)
wherei=@(N)-r+j,and ¢(N) is the Euler function [10]. The

random permutation, ¢, is obtained by (5). The plaintext P; is
encrypted by (14)

Ci=KM; P, +diag(t,(D)), (14)

where diag(t,.(D))is a vector of the main diagonal elements of
t.(D).

In order to decrypt the ciphertext, B computes /; according to (12),
calculates 7, according to (5), and finds (KM, )" from (15) as

&My =©-[1,(D)]" -0y =0-[,(0H] 0" (19
Then, B retrieves the plaintext by (16)
P = KM -(C; - diag(t,(D))) . (16)

It is appropriate to mention that for computing KM, we use a
diagonal matrix, and only the diagonal entries of D shall be
exponentiated to the power/,, requiring O(mlog,l,)
multiplications. On the other hand, to getD ™, we calculate the
inverse of m numbers only. Note also that Q'and D' are
calculated only once. The number of dynamic keys of HCM-EE is

NDK(HCM-EE) = (N )-m!. (17)

4. EXPERIMENTS ON THE CIPHERS
COMPARISON

We developed programs for simulating the encryption algorithms in
Matlab 7.0 on an Intel(R) Core(TM) 2 Duo 1.8 GHz processor with
2-GB RAM and Windows XP.

In our experiments, several RGB images are evaluated. Three
different images containing very large single colour areas are used:
Nike.bmp (Fig. 1), Symbol.bmp (Fig. 2), and Blackbox.bmp (Fig.
3). Also we examined the HC, HCM-PT, HCM-H, and HCM-EE on
an image containing many high frequency components, Lena.bmp
(Fig. 4). We use encryption quality measure EQM [11], 1>6 (1, f3)
>0, where f'and f; are an original and encrypted images respectively



with (x,y) pixels; the greater EQM is, the better the quality of
encryption. The & (f, f}) is calculated by (18)

x

) Bssry
S, =K, ) +K, () +K, G, ) +K, 0, ))
K, j)=|lf,G =17 =f,G. )T =If G =1.7)—f (. ))T| (18)

K, ))=|Uf\G+ L) =f,G, DF =If G +1,/)~f G, )P
K (i) =|lf\Gs =)=/, )F =If G j =D =f G )T
KA(lsJ):‘[ﬂ(lsJ+1)_f|(l3.])]2_[f(lsj+1)_f(l3.])]2‘

>

An RGB image is stored as a three-dimensional data array,
rgbimg[x,y,3] (three layers), each layer representing one colour. We
reshape  rghimg/x,y,3] into the one-dimensional array
onedim[3 -x -y] and use the block size m=16. The quality of

encryption of these images is studied by visual inspection (Figs. 1-4)
and quantitavely (Table 1). Based on visual inspection and EQM,
we note that HCM-EE is six to seven times better than HC, HCM-
PT, and about two times better than HCM-H in hiding features of all
the images containing large single colour areas (Table 1, rows 1-3).
On the other hand, HC, HCM-PT, HCM-H and HCM-EE are all
good in encrypting images containing many high frequency
components; all the algorithms give nearly the same results but the
proposed HCM-EE is the most effective (Table 1, rows 4-5).

Table 1. EQM for encrypted images using HC, HCM-PT HCM-
H, and HCM-EE, m=16

Image/Algorithm HC HC-PT | HCM-H | HCM-EE
Nike.bmp 0.0917 | 0.10284 | 0.3548 0.6779
Symbol.bmp 0.1123 | 0.1314 0.3817 0.7653
Blackbox.bmp 0.1121 | 0.1143 0.4111 0.7721
Lena.bmp 0.6530 | 0.6541 0.6565 0.6673
Girl.bmp 0.6539 | 0.6547 0.6553 0.6601

Encryption time was measured when applying the HCM-EE and
HCM-H to the Symbol.bmp image. In our implementation, HCM-
EE was used with RC4 [10] as a pseudo-random number and
permutation generator in (5), (12). We implemented HCM-H with
SHA-1[3] since the latter has been used in [7]. Symbol.bmp has
118x109 pixels and is 37.9 KB-sized. HCM-EE was found to be
roughly two times faster than HCM-H (Table 2).

The key space of HCM-EE and HCM-H is the same as that of HC,
while NDK(HCM-EE) (17) is greater than NDK(HCM-H) (10).
Hence HCM-EE is more secure than HCM-H.

Table 2. Time (sec) of encryption of Symbol.bmp with HCM-EE and
HCM-H.

Block Size, m HCM-EE HCM-H
3 2.718 5.539
16 0.3143 0.7247
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(© (@)
Figure 1. Nike.bmp encrypted by: a) HC, b)
HCM-PT, ¢) HCM-H, d) HCM-EE.
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Figure 2. Symbol.bmp encrypted by: a) HC, b)
HCM-PT, ¢) HCM-H, d) HCM-EE.
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Figure 3. Blackbox.bmp encrypted by: a) HC,
b) HCM-PT, ¢) HCM-H, d) HCM-EE
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Figure 4. Lena.bmp encrypted by: a) HC, b)
HCM-PT, ¢) HCM-H, d) HCM-EE

©
Figure 5. GirL.bmp encrypted by: a) HC, b)
HCM-PT, ¢) HCM-H, d) HCM-EE

@

5. CONCLUSION

Thus far, we have presented a new HC modification, HCM-EE,
based on the use of eigenvalues for matrix exponentiation to a
pseudo-random power for generating a new key matrix for each
plaintext block. It resists the known plaintext-ciphertext attack
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because of the use of dynamically changing key matrices similar to
other considered here HC modifications (HCM-PT, HCM-NPT, and
HCM-H), but the proposed scheme is the most secure and efficient.
HCM-EE is more secure than HCM-H and HCM-NPT because of
the significantly larger number of dynamic keys generated ((17)
versus (10) and (4)). HCM-EE is two to seven times more effective
in encryption quality than HC, HCM-PT, and HCM-H (Table 1) for
images with large single colour regions, and has slightly better
quality otherwise. HCM-EE is two times faster than HCM-H (Table
2), the latter having the best EQM among HC, HCM-PT, and HCM-
H (Table 1).
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